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Abstract 
 
Establishing and managing network infrastructures between distributed nodes can be 
time consuming and risk prone. Such a statement is often re-enforced by the 
incorporation of new technologies, the merging of existing systems and the rotation of 
subsystems. However, the functional requirements of these enterprises remain constant, 
even though implementation specifics may differ greatly. 
 
The driving force behind this project is to investigate the addition of an extra level of 
abstraction between the operation and implementation of such nodes within distributed 
environments. Such an abstraction has the advantage of being sufficiently withdrawn 
from specific node level details to allow subsystems to be interchanged, whilst 
maintaining the required behaviour. Utilising these high level descriptions, being 
specified in a generic syntax, a scope for simulation is introduced. Automated analysis 
could attempt to model the interactions between nodes and subsystems, leading onto 
validation of security, performance and scalability. 
 
With the current architecture, abstracted XML descriptions of a firewall service can be 
created and manipulated. The service is specified using a sequence of firewall 
constructs, each containing a set of firewall rules. A translation method is in place to 
convert this abstracted description into a set of firewall rules, directly applicable to a 
firewall implementation commonly used under FreeBSD. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Network Management using Abstracted XML Specifications                                Progress Report 
 
 

Page 3 of 27                                                                                                            Simon Chudley 

 
Contents 
 
1. Project Details....................................................................................................4 
 
2. Project Goals......................................................................................................4 
 
3. Background and Report of Literature Search ......................................................4 
 
4. Report on Technical Progress.............................................................................6 

4.1 Analysing Firewall Rules............................................................................6 
4.2 Creating the Abstracted Descriptions..........................................................7 
4.3 Defining a System Structure.......................................................................8 
4.4 Translations – Specialisation.....................................................................11 
4.5 GUI Editor................................................................................................12 

 
5. Plan of Remaining Work ..................................................................................13 
 
6. References........................................................................................................14 
 
7. Appendix..........................................................................................................15 

7.1 XML Schema Abstracted Description of a Firewall ..................................15 
7.2 External Service Construct – Firewall IPSec Tunnel .................................20 
7.3 Service Translation Description for Firewall to IPFW...............................22 
7.4 Sample Node Configuration with a Firewall Service.................................24 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Network Management using Abstracted XML Specifications                                Progress Report 
 
 

Page 4 of 27                                                                                                            Simon Chudley 

1. Project Details 
 

Name Simon Chudley 
Email src299@ecs.soton.ac.uk 
Project Title Network Management using Abstracted XML Specifications 
1st Supervisor Dr. Ulrich Ultes-Nitsche 
2nd Supervisor  Dr. Les Carr 

2. Project Goals 
 

• Provide a method of allowing users to gather and display structural details about 
nodes and links on their local area network. 

 
• Allow the specification of network services and configuration for each required 

node on the network. The actual behaviour will be generalised so that it reflects 
the various different implementations and versions of that service available on 
different platforms. 

 
• Store the state of the network layout and the service descriptions of each node to 

a series of XML files. These give an abstracted description of the system as a 
whole, allowing it to be restored and analysed at a later date. 

 
• The XML node descriptions can then be parsed and converted into sets of 

configuration files specific to the required operating system and service types. 
 
The main advantage of having the XML abstracted representation of the system and all 
nodes within it is that it separates the system level information, such as operating system 
and service version, from the higher level description of the behaviour of that node. This 
implies that nodes can be interchanged, and once the XML configuration of that node 
has been re-applied it will behave the same. 

3. Background and Report of Literature Search 
 
Modern networks consist of a variety of nodes chosen to provide network and user level 
services to peers. There are various solutions to publish these required services, often 
based on different operating systems due to performance and security issues. The system 
level configuration of these services is usually complex, and requires specific knowledge 
of both the service specification and the implementation being used. 
 
Taking the firewall service as an example, configuration can differ between 
implementations, even though the required behaviour is the same. An example of which 
is IPFW [REF 2] and IPFilter [REF 3]. The following two configuration scripts both give 
the same functionality, to prevent packets from private networks coming in via their 
public network interface, t un0, as described in RFC 1918 [REF 4]. 
 
Example IPFilter configuration: 
 

bl ock i n qui ck  on t un0 f r om 192. 168. 0. 0/ 16 t o any 
bl ock i n qui ck  on t un0 f r om 172. 16. 0. 0/ 12 t o any 
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bl ock i n qui ck  on t un0 f r om 10. 0. 0. 0/ 8 t o any 
pass i n al l  

 
Example IPFW configuration: 
 
 add deny al l  f r om 192. 168. 0. 0/ 16 t o any i n r ecv t un0 
 add deny al l  f r om 172. 16. 0. 0/ 12 t o any i n r ecv t un0 
 add deny al l  f r om 10. 0. 0. 0/ 8 t o any i n r ecv t un0 
 add pass al l  f r om any t o any 

 
These two configurations differ purely on format; hence, they could be automatically 
generated from an abstracted description. Some example firewall configurations to 
emphasise this point are available for IPFW [REF 1] and IPFilter [REF 3]. In addition, 
comparisons of various packet filter firewall configurations can be seen on the Firewall 
Filter Language Compiler page [REF 5]. This project wishes to investigate creating such 
a conversion method that would be applicable to a wide range of network services. 

 
Figure 3.1: Conceptual view of the system 

 
The proposed system is described in Figure 3.1. For each major element within the 
network, an abstracted XML description will be generated and stored centrally. Each 
network and user service running on a node will also be described using an abstracted 
XML description. 
 
With these descriptions, a translation process will enable low-level configurations to be 
created for each specific service implementation. In addition, from stage 2, simulation 
and analysis could be performed on the abstracted descriptions, providing a feedback 
loop to the system editor, allowing for security and performance improvements.  
 
Initial research was aimed towards developing a complete conversion for the firewall 
service from abstracted description through to various end level configurations. An 
analysis was carried out on IPFW [REF 7] and IPFilter [REF 3], two common firewall 
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implementation used within FreeBSD. Reference was also made to the specifications of 
the Internet Protocol v4 [REF 8] and Transport Control Protocol [REF 9], so that the 
various options supplied by each firewall implementation could be understood. Using 
these, a generic XML description of a firewall was generated, which acts as the storage 
element of this project. Another useful source of information was the firewall section in 
the FreeBSD handbook [REF 10]. 
 
An architecture was built to enable the XML service descriptions to be loaded, modified 
and saved back to XML. To enforce structural standards, XML schemas were used [REF 
11]. Schemas were built to describe every major element of the system. The translation 
process was integrated into the system using XML Style sheets [REF 12], and hence 
allowed conversions to be defined external to the code base.  
 
The Filter Compiler Language project [REF 5] has successfully implemented a 
conversion process from a set description to various firewall configurations. The 
approach taken uses the C pre-processor to execute the conversions. This allows the 
abstracted description to be generated using i f  statements, and variable mappings to be 
made. An example of this is as follows. 
 

i f  (  i n )  t hen {  
set  pr ot ocol  t cp 
i f  (  f r om host  BAR and openi ng )  t hen {  

bl ock .  
}  
i f  (  f r om f oo and t o host  bar  )  t hen {  

l og body and bl ock .  
}  
i f  (  t o por t  2049 )  t hen {  

l og and bl ock .  
}  
pass .  

}   
 
However, on closer examination, this approach would not be applicable to a wide range 
of services, as it relies on the fact that the configurations are rule based.  
 
Another product was identified called the Firewall Builder [REF 6]. This uses a similar 
approach to that proposed by this project, where nodes are described using XML 
descriptions, and a GUI editor is used to configure the firewall. However, this is still 
specific to a single service, but will be useful as a comparison during the development of 
the firewall service within this project. In addition, the architecture for this project is 
going to be using Java and XML, to ensure that it remains as system independent as 
possible.  

4. Report on Technical Progress 

4.1 Analysing Firewall Rules 
 
Initially this project focused on a single service, to enable the architecture to be designed 
and adapted. Once a complete translation was available to convert from a high-level to a 
low-level configuration, the project could be expanded to include other services. The 
first service to be implemented was a Firewall. Such a service has a good base for 
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development, as it is mainly rule based and there are many lower-level implementations 
for testing.  
 
A single end level firewall implementation was chosen for the initial translation 
development. IPFW, the standard firewall application used on FreeBSD machines, was 
used to reverse-engineer the abstracted description. This was achieved by analysing the 
documentation [REF 10] and manual pages [REF 7] for IPFW, finding the main 
components and generating a description of each major element.  

4.2 Creating the Abstracted Descriptions 
 
It was decided that each service within the system was to be described and validated 
using an XML Schema. Within such descriptions, all elements will be defined formally, 
stating the possible values that they could take and other constraints. When the XML file 
for a node is parsed, each service will be validated against their respective XML Schema 
to ensure that they can be processed correctly. 
 
Within the description of each element is a section to describe variables mappings. 
These allow the definition of some variables name to be mapped to a value. For 
example, defining the variable f oo to equal bar  at the level of a node will ensure that 
bar  is available within all child elements of that node by accessing the value $f oo. The 
variable references are replaced by the XML generator before configurations files are 
produced. The use and requirement of variables mappings in this project are described in 
the next section. 
 
Packet filtering firewalls, such as IPFW [REF 7], use sets of rules to determine how the 
traffic will be filtered. The first stage in development was to get the key elements that 
make up a single rule declaration. There is a finite amount of values for each element, 
hence the abstracted XML description of a firewall rule was straightforward to construct. 
Following is the definition of a firewall rule within IPFW: 
 

i ndex pr ob mat ch- pr ob act i on l og l ogamount  number  pr ot o f r om sr c 
t o dst  i nt er f ace opt i ons  

 
The words in bold indicate keywords in the rule, the others represent option that can be 
specified. Each element has a finite set of values, such as the source and destination 
descriptions. For these, they can be made up of an IP (Internet Protocol) address, an 
address mask, and a sequence of port numbers. There could also be other specific 
keywords in the address declarations that have special meanings, such as me and any . 
Following is part of the XML Schema (XSD file) for a firewall, showing the definition 
of the source address of a packet.  
 
 <xsd: el ement  name=" sr c" > 
  <xsd: annot at i on> 

<xsd: document at i on>The sour ce of  t he 
packet </ xsd: document at i on> 

  </ xsd: annot at i on> 
  <xsd: compl exType> 
   <xsd: at t r i but e name=" t ype"  use=" r equi r ed" > 
    <xsd: s i mpl eType> 
     <xsd: r est r i c t i on base=" xsd: NMTOKEN" > 
      <xsd: enumer at i on val ue=" any" / > 
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      <xsd: enumer at i on val ue=" me" / > 
      <xsd: enumer at i on val ue=" i p" / > 
     </ xsd: r est r i ct i on> 
    </ xsd: si mpl eType> 
   </ xsd: at t r i but e> 
   <xsd: at t r i but e name=" mask"  t ype=" xsd: st r i ng" / > 
   <xsd: at t r i but e name=" addr ess"  t ype=" xsd: st r i ng" / > 
   <xsd: at t r i but e name=" negat e" > 
    <xsd: s i mpl eType> 
     <xsd: r est r i c t i on base=" xsd: NMTOKEN" > 
      <xsd: enumer at i on val ue=" t r ue" / > 
      <xsd: enumer at i on val ue=" f al se" / > 
     </ xsd: r est r i ct i on> 
    </ xsd: si mpl eType> 
   </ xsd: at t r i but e> 
   <xsd: at t r i but e name=" por t s"  t ype=" xsd: st r i ng" / > 
  </ xsd: compl exType> 
 </ xsd: el ement > 
 
The XML Schema definition of an abstracted firewall is included in the appendix of this 
document, Section 7.1. 

4.3 Defining a System Structure 
 
One primary aim of this project was to provide an architecture that could generically be 
applied over a wide service base. It should be able to transparently support the addition 
of new translations from the abstracted description to implementation level 
configurations, and expand easily to cover new services.  
 
The most versatile approach to use is a fully object oriented design. A major aspect of 
the entities’  responsibilities will be to parse and generate the XML to represent them. 
The idea is to maintain maximum encapsulation within the service objects, so that new 
services can be added by the alteration of the minimum amount of external objects as 
possible. 
 
During the early development of this project, it was established that commonly there is a 
large amount of data shared between services on nodes. For example, many services on a 
node would want to know that node’s IP address and network interface names. 
Therefore, to allow for such information to be shared the concept of variable mapping 
was introduced. This infrastructure of variable mappings was extended throughout the 
entire architecture, as it aids in the overall management of the XML descriptions.  
 
At each level within the architecture, such variable mappings can be defined. Once 
defined, they become available to all components lower down in the variable hierarchy, 
but can be redefined at these lower levels if needed.  
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Figure 4.3.1: Variable mappings within the system 
 
In the above diagram, Figure 4.3.1, variables can be defined at any of the levels. For 
example, variables defined in the LAN description can be accessible within the 
Ser v i ceConst r uct s. At the LAN level, level 1, variables will be defined that apply 
to the whole system. This is currently the root element, but further expansion to the 
system may incorporate other elements higher than this. At this level definition of 
certain server IP addresses or names could be defined, such as the DNS server for that 
network. At level 2, the Net wor k , typically the main mappings that will be defined are 
the network number and subnet mask. This may be 192. 168. 2. 0 as the network 
number and 255. 255. 255. 0 as the subnet for example.  
 
At level 3, mappings that are unique to that Node are made. Commonly these will be 
such as the IP address of that node, and the network interfaces that are in use. These 
mappings will be available to all services running on that Node, and act as a good way 
to share configuration data between them. At level 4 Ser vi ce level mappings are 
defined, a good example is with the firewall description where you could define the 
ports that will allow incoming connections to be made on. The final two levels are 5 and 
6, these are within the Ser vi ceConst r uct s themselves. These will only be available 
within the scope of those constructs, and are typically used mainly in the definition of 
Ext er nal Ser vi ceConst r uct s. Service constructs add another level of abstraction 
to the system and effectively allow a grouping of common service functionality together 
into a single construct, which can be treated as a single entity.  
 
One major advantage of these constructs is that they can be defined externally, by 
registering them with a central repository. When a service wants to include the 
functionality provided by that construct, it includes a reference to it within the XML 
specification. As with all constructs, variable mappings are used to specify the behavior 
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of that segment of rules. This allows multiple references to the same external construct 
using different variables within a single service description. Following is an example of 
importing the functionality contained within the external construct 
‘Fi r ewal l : : Ext er nal Const r uct : I PSec Tunnel ’ . Variable mappings have 
been defined within the description, and these will only be available in the scope of the 
external service construct. This allows configuration information to be passed down to 
the other level. The actual external rule definition of the functionality imported in the 
following example is included in the appendix, Section 7.2. 
 
 <Fi r ewal l Const r uct  name=" Tunnel "  descr i pt i on=" My Tunnel " > 
 
  <Mappi ngs> 
     <Var i abl e name=" r emTunPubI P"  val ue=" 217. 1. 2. 3" / > 
     <Var i abl e name=" r emSubnet "  val ue=" 192. 168. 0. 0" / > 
   <Var i abl e name=" r emSubnet Mask"   

    val ue=" 255. 255. 255. 255" / > 
  </ Mappi ngs> 
 
  <Ext er nal Const r uct   

name=" Fi r ewal l : : Ext er nal Const r uct : I PSec Tunnel " / > 
 

 </ Fi r ewal l Const r uct > 
 
The reason for providing this functionality is that it allows the construction of abstracted 
service descriptions at a higher level. For example, users can specify that they want to 
include the functionality to create a tunnel between two nodes within the firewall rules. 
They need not be concerned with the rules needed to generate such functionality, as 
these are stored within the construct repository. However, when the end level 
configurations are generated, rules will be substituted in from the external sources and 
variable mappings made before the data is generated. In addition, as new constructs can 
be added easily it provides a useful library of specific service functionality.  
 
The following diagram shows the relationships between the major elements within the 
system. Each element is responsible for its own XML parsing and generation. Such 
behaviour is inherited from the Net wor kEl ement  class, which is the parent to most 
entities within the system. This defines some basic operations performed to parse and 
generate XML data. This approach ensures that all entity functionality is encapsulated 
within a single object, hence allowing other objects within the system to reference it 
generically.  
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Figure 4.3.2: UML class diagram showing object relationships 

4.4 Translations – Specialisation  
 
The process of converting the abstracted service descriptions to configuration files that 
can be applied is called translation. The translations describes how to convert on a rule-
by-rule basis to the implementation level, and these can then be directly loaded into 
whatever service application is chosen. 
 
Each translation process is controlled by a single Tr ansl at i onManager , and 
translations can be obtained and invoked to generate the configuration files. A 
translation is described using an XML file and an XSL file [REF 12]. The XML file acts 
as a wrapper, providing information such as limitations of the translation, description 
and other functionality that cannot otherwise be represented in the XSL file. The XSL 
file (an XML style sheet) is used to achieve the translation. It provides mappings from 
constructs in the abstracted XML service description to elements within the final 
implementation’s language. Following is an extract from the translation for a firewall 
into IPFW configuration rules. The details for converting a source address are given, and 
each element within that description has a possible translation to its IPFW equivalent. 
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<xsl : t empl at e mat ch=" sr c" > 
 <xsl : choose> 
   <xsl : when t est =" @t ype=' i p' " > 

    <xsl : val ue- of  sel ect =" @addr ess" / >/  
    <xsl : val ue- of  sel ect =" @mask" / > 

          <xsl : i f  t est =" sel f : : node( ) [ @por t s] " > 
 <xs l : t ext > </ xs l : t ext > 
 <xs l : val ue- of  sel ect =" @por t s" / > 

                </ xs l : i f > 
   </ xsl : when> 

    <xs l : ot her wi se> 
<xsl : val ue- of  sel ect =" @t ype" / >  

      </ xsl : ot her wi se>    
 </ xs l : choose> 
</ xs l : t empl at e> 

 
One major advantage of this choice of structure is that all translation functionality is 
contained within external XML and XSL files. No alteration needs to be made to the 
object structure or code as all translations are referenced using a generic interface within 
the system. This implies that for a user to create a translation to a new service 
implementation they only have to create some external files and register them with the 
Tr ansl at i onManager . 
 
The whole XSL translation file for converting the abstracted XML description to IPFW 
configuration files is given in the appendix to this document, Section 7.3. 

4.5 GUI Editor 
 
The GUI editor is the element within the system that allows each service to be 
configured and implementation level configuration files to be generated. Each element 
within the system, as shown in Figure 4.3.2, is able to display an editing window to 
allow its state to be configured. The following screen shot, Figure 4.5.1 shows a node 
with the firewall configuration window open. It allows all variable mappings at that level 
to be changed and the service specific details to be configured. Selecting a service 
construct and using the Edi t  button will call the di spl ayEdi t or ( )  method on that 
particular construct. Using this process of encapsulating all configuration functionality 
within each individual object ensures that maintenance and expansion of the project is 
easier. If a user wishes to add support for a new service to the application, they can 
simply define their new classes and add the GUI configuration functionality to those 
classes directly. The higher-level node in this situation only refers to them by the 
Ser v i ce interface, and hence does not need to be concerned with which service it is. 
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Figure 4.5.1: Screen shot of the firewall service configuration window 
 
An XML description of a sample node is given in the appendix of this document, in 
Section 7.4. It shows the node configuration along with a firewall service. The service 
uses both local and externally defined service constructs. 

5. Plan of Remaining Work 
 
Currently, the system structure is in place to allow services to be loaded, modified and 
saved back to XML, and translations to be executed. As the initial development was 
undertaken using the firewall service, a generic description of a firewall can be loaded 
from XML, modified, saved back to XML and translated to IPFW configuration files.  
 
External service constructs and variable mappings are functional, and some external 
constructs for the firewall service have been created. When XML files are generated 
from the application, variable mapping replacement can be toggled, allowing for the 
inclusion of external constructs rules into the actual node description. This would allow 
an XML node description to be loaded and used within a system that does not have 
certain external declarations in its own library. 
 
The next stage in development is the addition of new services and translations. Support 
for other firewall implementations, such as IPFilter, will be added, and this will ensure 
that the abstracted description of a firewall can cover many different implementations. 
New services will be added to the system, such as DHCP, DNS and NAT, which will 
extend the scope of this project, and ensure that the architecture does easily cover 
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multiple services. The GUI editor also needs to be expanded to allow the configuration 
of all elements within the system.  
 
If the above has been achieved then the project scope could be expanded to investigate 
into the possibility of network and service simulation. As XML descriptions of the 
whole network will be available, it should be possible to calculate how the overall 
system will behave. Such simulations may test to see what network packet data could get 
through a firewall service for example. The major advantage of a simulation component 
to the system is that it would allow for improvements in performance and security of the 
whole network, hence providing a feedback loop of new abstracted configurations. 
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7. Appendix 

7.1 XML Schema Abstracted Description of a Firewall 
 
XML Schema to describe the abstracted behaviour of a firewall service running on a 
node within the system. 
 
<?xml  ver s i on=" 1. 0"  encodi ng=" UTF- 8" ?> 
 
<xsd: schema t ar get Namespace=" XMLNet Man"   
    xml ns: xsd=" ht t p: / / www. w3. or g/ 2000/ 10/ XMLSchema"   
    xml ns: xml net man=" XMLNet Man"   
    el ement For mDef aul t =" qual i f i ed"   
    at t r i but eFor mDef aul t =" unqual i f i ed" > 
 
 <! - -  Def i ne t he ext er nal  schema def i ni t i ons we need t o suck i n- - > 
 <xsd: i mpor t  namespace=" XMLNet Man"   

schemaLocat i on=" Ser v i ceConst r uct . xsd" / > 
 <xsd: i mpor t  namespace=" XMLNet Man"  schemaLocat i on=" Gl obal . xsd" / > 
 
 
 <! - -  Thi s el ement  descr i bes t he behavi our  of  a f i r ewal l  ser v i ce- > 
 <xsd: el ement  name=" Fi r ewal l " > 
  <xsd: annot at i on> 

<xsd: document at i on>Descr i bes t he behavi our  of  a  
f i r ewal l  ser vi ce</ xsd: document at i on> 

  </ xsd: annot at i on> 
  <xsd: compl exType> 
   <xsd: sequence> 
    <xsd: el ement  r ef =" Mappi ngs"  mi nOccur s=" 0" / > 
    <xsd: el ement  r ef =" Fi r ewal l Const r uct "   

mi nOccur s=" 0"  maxOccur s=" unbounded" / > 
   </ xsd: sequence> 
  </ xsd: compl exType> 
 </ xsd: el ement > 
 
 

<! - -  A Fi r ewal l Const r uct  i s a col l ect i on or  bl ock of  r el at ed 
f i r ewal l  r ul es,  and i s  a Ser vi ceConst r uct .  Def i nes common 
behavi our  - - > 

 
 <xsd: el ement  name=" Fi r ewal l Const r uct " > 
  <xsd: annot at i on> 
   <xsd: document at i on>Def i nes a Ser vi ceConst r uct  f or  a  

sect i on of  f i r ewal l  r ul es</ xsd: document at i on> 
  </ xsd: annot at i on> 
  <xsd: compl exType> 
   <xsd: sequence mi nOccur s=" 0"  maxOccur s=" unbounded" > 
    <xsd: el ement  r ef =" Mappi ngs"  mi nOccur s=" 0"   

maxOccur s=" unbounded" / > 
    <xsd: choi ce> 
     <xsd: el ement  r ef =" Rul e"  mi nOccur s=" 0"   

maxOccur s=" unbounded" / > 
     <xsd: el ement  r ef =" Ext er nal Const r uct "   

mi nOccur s=" 0" / > 
    </ xsd: choi ce> 
   </ xsd: sequence> 
   <xsd: at t r i but e name=" name"  t ype=" xsd: st r i ng"   

use=" r equi r ed" / > 
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   <xsd: at t r i but e name=" descr i pt i on"  t ype=" xsd: st r i ng"   
use=" opt i onal " / > 

  </ xsd: compl exType> 
 </ xsd: el ement > 
 
 
 <! - -  Def i nes a r ul e wi t hi n t he f i r ewal l  scr i pt  - - > 
 
 <xsd: el ement  name=" Rul e" > 
  <xsd: annot at i on> 
   <xsd: document at i on>A r ul e f or  a f i l ewal l   

command</ xsd: document at i on> 
  </ xsd: annot at i on> 
  <xsd: compl exType> 
   <xsd: sequence> 
    <xsd: el ement  r ef =" act i on" / > 
    <xsd: el ement  r ef =" l og"  mi nOccur s=" 0" / > 
    <xsd: el ement  r ef =" pr ot ocol "  mi nOccur s=" 0" / > 
    <xsd: el ement  r ef =" sr c"  mi nOccur s=" 0" / > 
    <xsd: el ement  r ef =" dst "  mi nOccur s=" 0" / > 
    <xsd: el ement  r ef =" opt i ons"  mi nOccur s=" 0" / > 
    <xsd: el ement  r ef =" i nt er f ace"  mi nOccur s=" 0" / > 
   </ xsd: sequence> 
   <xsd: at t r i but e name=" Rul eI D"  t ype=" xsd: st r i ng" / > 
   <xsd: at t r i but e name=" Pr obabi l i t y"  t ype=" xsd: st r i ng" / > 
   <xsd: at t r i but e name=" Desc"  t ype=" xsd: st r i ng" / > 
  </ xsd: compl exType> 
 </ xsd: el ement > 
 
 
 <! - -  The act i on t o t ake when mat chi ng t hi s  r ul e - - > 
 
 <xsd: el ement  name=" act i on" > 
  <xsd: annot at i on> 
   <xsd: document at i on>The act i on t o t ake on mat chi ng  

t hi s  val ue</ xsd: document at i on> 
  </ xsd: annot at i on> 
  <xsd: compl exType> 
   <xsd: at t r i but e name=" per f or m"  use=" r equi r ed" > 
    <xsd: s i mpl eType> 
     <xsd: r est r i c t i on base=" xsd: NMTOKEN" > 
      <xsd: enumer at i on val ue=" pass" / > 
      <xsd: enumer at i on val ue=" deny" / > 
      <xsd: enumer at i on val ue=" unr each" / > 
      <xsd: enumer at i on val ue=" r eset " / > 
      <xsd: enumer at i on val ue=" count " / > 
      <xsd: enumer at i on  

val ue=" check- st at e" / > 
      <xsd: enumer at i on val ue=" di ver t " / > 
      <xsd: enumer at i on val ue=" t ee" / > 
      <xsd: enumer at i on val ue=" f wd" / > 
      <xsd: enumer at i on val ue=" pi pe" / > 
      <xsd: enumer at i on val ue=" queue" / > 
      <xsd: enumer at i on val ue=" sk i pt o" / > 
     </ xsd: r est r i ct i on> 
    </ xsd: si mpl eType> 
   </ xsd: at t r i but e> 
   <xsd: at t r i but e name=" code" > 
    <xsd: s i mpl eType> 
     <xsd: r est r i c t i on base=" xsd: NMTOKEN" > 
      <xsd: enumer at i on val ue=" net " / > 
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      <xsd: enumer at i on val ue=" host " / > 
      <xsd: enumer at i on val ue=" pr ot ocol " / > 
      <xsd: enumer at i on val ue=" por t " / > 
      <xsd: enumer at i on val ue=" needf r ag" / > 
      <xsd: enumer at i on val ue=" sr cf ai l " / > 
      <xsd: enumer at i on  

val ue=" net - unknown" / > 
      <xsd: enumer at i on  

val ue=" host - unknown" / > 
      <xsd: enumer at i on val ue=" i sol at ed" / > 
      <xsd: enumer at i on  

val ue=" net - pr ohi b" / > 
      <xsd: enumer at i on  

val ue=" host - pr ohi b" / > 
      <xsd: enumer at i on val ue=" t osnet " / > 
      <xsd: enumer at i on val ue=" t oshost " / > 
      <xsd: enumer at i on val ue=" f i l t er -  

pr ohi b" / > 
      <xsd: enumer at i on val ue=" host -  

pr ecedence" / > 
      <xsd: enumer at i on val ue=" pr ecedence-  

cut of f " / > 
     </ xsd: r est r i ct i on> 
    </ xsd: si mpl eType> 
   </ xsd: at t r i but e> 
   <xsd: at t r i but e name=" por t "  t ype=" xsd: st r i ng" / > 
   <xsd: at t r i but e name=" i paddr "  t ype=" xsd: st r i ng" / > 
   <xsd: at t r i but e name=" pi pe_num"  t ype=" xsd: st r i ng" / > 
   <xsd: at t r i but e name=" queue_num"  t ype=" xsd: st r i ng" / > 
   <xsd: at t r i but e name=" number "  t ype=" xsd: st r i ng" / > 
  </ xsd: compl exType> 
 </ xsd: el ement > 
 
 
 <! - -  Loggi ng on r ul e mat ch - - > 
 
 <xsd: el ement  name=" l og" > 
  <xsd: annot at i on> 
   <xsd: document at i on>Whet her  t o l og t hi s  r ul e  

mat ch</ xsd: document at i on> 
  </ xsd: annot at i on> 
  <xsd: compl exType> 
   <xsd: at t r i but e name=" val ue"  use=" r equi r ed" > 
    <xsd: s i mpl eType> 
     <xsd: r est r i c t i on base=" xsd: NMTOKEN" > 
      <xsd: enumer at i on val ue=" t r ue" / > 
      <xsd: enumer at i on val ue=" f al se" / > 
     </ xsd: r est r i ct i on> 
    </ xsd: si mpl eType> 
   </ xsd: at t r i but e> 
   <xsd: at t r i but e name=" l ogamount "  t ype=" xsd: st r i ng" / > 
  </ xsd: compl exType> 
 </ xsd: el ement > 
 
 
 <! - -  The pr ot ocol  def i ni t i on - - > 
 
 <xsd: el ement  name=" pr ot ocol " > 
  <xsd: annot at i on> 
   <xsd: document at i on>The pr ot ocol  t o  

mat ch</ xsd: document at i on> 
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  </ xsd: annot at i on> 
  <xsd: compl exType> 
   <xsd: at t r i but e name=" t ype"  use=" r equi r ed" > 
    <xsd: s i mpl eType> 
     <xsd: r est r i c t i on base=" xsd: NMTOKEN" > 
      <xsd: enumer at i on val ue=" al l " / > 
      <xsd: enumer at i on val ue=" i p" / > 
      <xsd: enumer at i on val ue=" ot her " / > 
     </ xsd: r est r i ct i on> 
    </ xsd: si mpl eType> 
   </ xsd: at t r i but e> 
   <xsd: at t r i but e name=" name"  t ype=" xsd: st r i ng" / > 
  </ xsd: compl exType> 
 </ xsd: el ement > 
 
 
 <! - -  The sour ce addr ess of  t he packet  - - > 
 
 <xsd: el ement  name=" sr c" > 
  <xsd: annot at i on> 
   <xsd: document at i on>The sour ce of  t he  

packet </ xsd: document at i on> 
  </ xsd: annot at i on> 
  <xsd: compl exType> 
   <xsd: at t r i but e name=" t ype"  use=" r equi r ed" > 
    <xsd: s i mpl eType> 
     <xsd: r est r i c t i on base=" xsd: NMTOKEN" > 
      <xsd: enumer at i on val ue=" any" / > 
      <xsd: enumer at i on val ue=" me" / > 
      <xsd: enumer at i on val ue=" i p" / > 
     </ xsd: r est r i ct i on> 
    </ xsd: si mpl eType> 
   </ xsd: at t r i but e> 
   <xsd: at t r i but e name=" mask"  t ype=" xsd: st r i ng" / > 
   <xsd: at t r i but e name=" addr ess"  t ype=" xsd: st r i ng" / > 
   <xsd: at t r i but e name=" negat e" > 
    <xsd: s i mpl eType> 
     <xsd: r est r i c t i on base=" xsd: NMTOKEN" > 
      <xsd: enumer at i on val ue=" t r ue" / > 
      <xsd: enumer at i on val ue=" f al se" / > 
     </ xsd: r est r i ct i on> 
    </ xsd: si mpl eType> 
   </ xsd: at t r i but e> 
   <xsd: at t r i but e name=" por t s"  t ype=" xsd: st r i ng" / > 
  </ xsd: compl exType> 
 </ xsd: el ement > 
 
 
 <! - -  The dest i nat i on addr ess of  t he packet  - - > 
 
 <xsd: el ement  name=" dst " > 
  <xsd: annot at i on> 
   <xsd: document at i on>The dest i nat i on of  t he  

packet </ xsd: document at i on> 
  </ xsd: annot at i on> 
  <xsd: compl exType> 
   <xsd: at t r i but e name=" t ype"  use=" r equi r ed" > 
    <xsd: s i mpl eType> 
     <xsd: r est r i c t i on base=" xsd: NMTOKEN" > 
      <xsd: enumer at i on val ue=" any" / > 
      <xsd: enumer at i on val ue=" me" / > 
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      <xsd: enumer at i on val ue=" i p" / > 
     </ xsd: r est r i ct i on> 
    </ xsd: si mpl eType> 
   </ xsd: at t r i but e> 
   <xsd: at t r i but e name=" mask"  t ype=" xsd: st r i ng" / > 
   <xsd: at t r i but e name=" addr ess"  t ype=" xsd: st r i ng" / > 
   <xsd: at t r i but e name=" negat e" > 
    <xsd: s i mpl eType> 
     <xsd: r est r i c t i on base=" xsd: NMTOKEN" > 
      <xsd: enumer at i on val ue=" t r ue" / > 
      <xsd: enumer at i on val ue=" f al se" / > 
     </ xsd: r est r i ct i on> 
    </ xsd: si mpl eType> 
   </ xsd: at t r i but e> 
   <xsd: at t r i but e name=" por t s"  t ype=" xsd: st r i ng" / > 
  </ xsd: compl exType> 
 </ xsd: el ement > 
 
 
 <! - -  I nt er f ace speci f i cat i ons - - > 
 
 <xsd: el ement  name=" i nt er f ace" > 
  <xsd: annot at i on> 
   <xsd: document at i on>Def i nes t he i nt er f ace  

speci f i cat i ons of  t he packet </ xsd: document at i on> 
  </ xsd: annot at i on> 
  <xsd: compl exType> 
   <xsd: at t r i but e name=" di r ect i on" > 
    <xsd: s i mpl eType> 
     <xsd: r est r i c t i on base=" xsd: NMTOKEN" > 
      <xsd: enumer at i on val ue=" i n" / > 
      <xsd: enumer at i on val ue=" out " / > 
     </ xsd: r est r i ct i on> 
    </ xsd: si mpl eType> 
   </ xsd: at t r i but e> 
   <xsd: at t r i but e name=" v i a"  t ype=" xsd: st r i ng" / > 
   <xsd: at t r i but e name=" xmi t "  t ype=" xsd: st r i ng" / > 
   <xsd: at t r i but e name=" r ecv"  t ype=" xsd: st r i ng" / > 
  </ xsd: compl exType> 
 </ xsd: el ement > 
 
 
 <! - -  Packet  opt i ons - - > 
 
 <xsd: el ement  name=" opt i ons" > 
  <xsd: annot at i on> 
   <xsd: document at i on>Var i ous t cp opt i on  

f l ags</ xsd: document at i on> 
  </ xsd: annot at i on> 
  <xsd: compl exType> 
   <xsd: at t r i but e name=" keep- st at e"  t ype=" xsd: st r i ng" / > 
   <xsd: at t r i but e name=" br i dged" > 
    <xsd: s i mpl eType> 
     <xsd: r est r i c t i on base=" xsd: NMTOKEN" > 
      <xsd: enumer at i on val ue=" yes" / > 
      <xsd: enumer at i on val ue=" no" / > 
     </ xsd: r est r i ct i on> 
    </ xsd: si mpl eType> 
   </ xsd: at t r i but e> 
   <xsd: at t r i but e name=" f r ag" > 
    <xsd: s i mpl eType> 
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     <xsd: r est r i c t i on base=" xsd: NMTOKEN" > 
      <xsd: enumer at i on val ue=" yes" / > 
      <xsd: enumer at i on val ue=" no" / > 
     </ xsd: r est r i ct i on> 
    </ xsd: si mpl eType> 
   </ xsd: at t r i but e> 
   <xsd: at t r i but e name=" i popt i ons"  t ype=" xsd: st r i ng" / > 
   <xsd: at t r i but e name=" t cpopt i ons"  t ype=" xsd: st r i ng" / > 
   <xsd: at t r i but e name=" est abl i shed" > 
    <xsd: s i mpl eType> 
     <xsd: r est r i c t i on base=" xsd: NMTOKEN" > 
      <xsd: enumer at i on val ue=" yes" / > 
      <xsd: enumer at i on val ue=" no" / > 
     </ xsd: r est r i ct i on> 
    </ xsd: si mpl eType> 
   </ xsd: at t r i but e> 
   <xsd: at t r i but e name=" set up" > 
    <xsd: s i mpl eType> 
     <xsd: r est r i c t i on base=" xsd: NMTOKEN" > 
      <xsd: enumer at i on val ue=" yes" / > 
      <xsd: enumer at i on val ue=" no" / > 
     </ xsd: r est r i ct i on> 
    </ xsd: si mpl eType> 
   </ xsd: at t r i but e> 
   <xsd: at t r i but e name=" t cpf l ags"  t ype=" xsd: st r i ng" / > 
   <xsd: at t r i but e name=" i cmpt ypes"  t ype=" xsd: st r i ng" / > 
   <xsd: at t r i but e name=" ui d"  t ype=" xsd: st r i ng" / > 
   <xsd: at t r i but e name=" gi d"  t ype=" xsd: st r i ng" / > 
  </ xsd: compl exType> 
 </ xsd: el ement > 
 
</ xsd: schema> 
 

7.2 External Service Construct – Firewall IPSec Tunnel  
 
Each firewall construct is a set of rules, with various external variables that must be 
defined when they are included. To use these, you must define the variables somewhere 
in the variable namespace. Hence, if a construct defines that $ut _i f  needs to be 
defined, you will have to define it somewhere, either within the parent Service or Node.  
 

The actual description allows tunnel access between two trusted sites using IPSec, with 
ESP encryption and IPv4 in IPv4. Also allows IKE on UDP port 500 between the two 
sites. Need to define $r emTunPubI P as the public IP of the remote end of the tunnel, 
$r emSubnet  as the remote trusted subnet, $r emSubnet Mask  to be their netmask, 
$t r ust ed_net  to be the trusted network, $t r ust ed_mask  to be the trusted 
netmask and $unt r ust ed_i f  to be the untrusted network interface. 
 
<Ser vi ceConst r uct s  xml ns=" XMLNet Man"   
                   xml ns: xsi =" ht t p: / / www. w3. or g/ 2000/ 10/ XMLSchema-  

i nst ance"   
xs i : schemaLocat i on=" XMLNet Man Ser v i ceConst r uct . xsd" >  
     

 <Fi r ewal l Const r uct   
name=" Fi r ewal l : : Ext er nal Const r uct : I PSec Tunnel "   
descr i pt i on=" Al l ows I PSec t unnel  t r af f i c  bet ween t wo gi ven  
si t es" > 
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  <Rul e Desc=" Al l ow ESP Pr ot ocol  4 I Pv4 encapsul at ed i n I Pv4  

out " > 
   <act i on per f or m=" pass" / > 
   <pr ot ocol  name=" i pencap"  t ype=" ot her " / > 
   <sr c  t ype=" me" / > 
   <dst  t ype=" i p"  mask=" 255. 255. 255. 255"   

addr ess=" $r emTunPubI P" / > 
   <i nt er f ace di r ect i on=" out "  xmi t =" $unt r ust ed_i f " / > 
  </ Rul e> 
  <Rul e Desc=" Al l ow ESP pr ot ocol  50 t r af f i c out " > 
   <act i on per f or m=" pass" / > 
   <pr ot ocol  name=" esp"  t ype=" ot her " / > 
   <sr c  t ype=" me" / > 
   <dst  t ype=" i p"  mask=" 255. 255. 255. 255"   

addr ess=" $r emTunPubI P" / > 
   <i nt er f ace di r ect i on=" out "  xmi t =" $unt r ust ed_i f " / > 
  </ Rul e> 
  <Rul e Desc=" Al l ow I KE out " > 
   <act i on per f or m=" pass" / > 
   <pr ot ocol  name=" udp"  t ype=" ot her " / > 
   <sr c  t ype=" me" / > 
   <dst  t ype=" i p"  mask=" 255. 255. 255. 255"   

addr ess=" $r emTunPubI P"  por t s=" 500" / > 
   <i nt er f ace di r ect i on=" out "  xmi t =" $unt r ust ed_i f " / > 
  </ Rul e> 
  <Rul e Desc= 

" Al l ow ESP Pr ot ocol  4 I Pv4 encapsul at ed i n I Pv4 i n" > 
   <act i on per f or m=" pass" / > 
   <pr ot ocol  name=" i pencap"  t ype=" ot her " / > 
   <sr c  t ype=" i p"  mask=" 255. 255. 255. 255"   

addr ess=" $r emTunPubI P" / > 
   <dst  t ype=" me" / > 
   <i nt er f ace di r ect i on=" i n"  r ecv=" $unt r ust ed_i f " / > 
  </ Rul e> 
  <Rul e Desc=" Al l ow ESP pr ot ocol  50 t r af f i c i n" > 
   <act i on per f or m=" pass" / > 
   <pr ot ocol  name=" esp"  t ype=" ot her " / > 
   <sr c  t ype=" i p"  mask=" 255. 255. 255. 255"   

addr ess=" $r emTunPubI P" / > 
   <dst  t ype=" me" / > 
   <i nt er f ace di r ect i on=" i n"  r ecv=" $unt r ust ed_i f " / > 
  </ Rul e> 
  <Rul e Desc=" Al l ow I KE i n" > 
   <act i on per f or m=" pass" / > 
   <pr ot ocol  name=" udp"  t ype=" ot her " / > 
   <sr c  t ype=" i p"  mask=" 255. 255. 255. 255"   

addr ess=" $r emTunPubI P"  por t s=" 500" / > 
   <dst  t ype=" me" / > 
   <i nt er f ace di r ect i on=" i n"  r ecv=" $unt r ust ed_i f " / > 
  </ Rul e> 
  <Rul e Desc= 

" Al l ow t r ust ed net wor k t o t al k  t o r emot e subnet " > 
   <act i on per f or m=" pass" / > 
   <pr ot ocol  t ype=" al l " / > 
   <sr c  addr ess=" $t r ust ed_net "  mask=" $t r ust ed_mask"   

t ype=" i p" / > 
   <dst  mask=" $r emSubnet Mask"  addr ess=" $r emSubnet "   

t ype=" i p" / > 
  </ Rul e> 
  <Rul e Desc= 
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" Al l ow r emot e subnet  t o t al k  t o t r ust ed net wor k" > 
   <act i on per f or m=" pass" / > 
   <pr ot ocol  t ype=" al l " / > 
   <sr c  addr ess=" $r emSubnet "  mask=" $r emSubnet Mask"   

t ype=" i p" / > 
   <dst  mask=" $t r ust ed_net "  addr ess=" $t r ust ed_mask"   

t ype=" i p" / > 
  </ Rul e> 
 </ Fi r ewal l Const r uct > 
 
</ Ser v i ceConst r uct s> 
 

7.3 Service Translation Description for Firewall to IPFW 
 
XST document to describe the translation from a generic firewall implementation into 
IPFW rules. 
 
<?xml  ver s i on=" 1. 0" ?>  
 
<xsl : s t y l esheet  xml ns: xml net man=" XMLNet Man"   
                xml ns: xs l =" ht t p: / / www. w3. or g/ 1999/ XSL/ Tr ansf or m"   
                ver s i on=" 1. 0" > 
 
 
<! - -  PROCESS EACH FI REWALL CONSTRUCT SECTI ON - - > 
<xsl : t empl at e mat ch=" Fi r ewal l Const r uct " > 
########## 
# <xsl : val ue- of  sel ect =" @descr i pt i on" / > 
  <xsl : t ext >&#xa; </ xsl : t ext > 
  <xsl : appl y- t empl at es sel ect =" Rul e" / > 
  <xsl : t ext >&#xa; </ xsl : t ext > 
</ xs l : t empl at e> 
 
 
<! - -  CONVERT EACH FI REWALL RULE - - > 
<xsl : t empl at e mat ch=" Rul e" > 
 # <xs l : val ue- of  sel ect =" @Desc" / ><xsl : t ext > add </ xs l : t ext > 
   <xs l : i f  t est =" @Rul eI D ! = ' ' " ><xsl : val ue- of  
sel ect =" @Rul eI D" / ><xsl : t ext > </ xsl : t ext ></ xs l : i f > 
   <xs l : appl y- t empl at es sel ect =" act i on" / ><xsl : t ext > </ xs l : t ext > 
   <xs l : appl y- t empl at es sel ect =" pr ot ocol " / > 
   <xs l : i f  t est =" sel f : : node( ) [ sr c] " > 
    <xsl : t ext > f r om </ xs l : t ext > 
    <xsl : appl y- t empl at es sel ect =" sr c" / > 
   </ xsl : i f > 
   <xs l : i f  t est =" sel f : : node( ) [ dst ] " > 
    <xsl : t ext > t o </ xs l : t ext >   
    <xsl : appl y- t empl at es sel ect =" dst " / > 
    <xsl : t ext > </ xsl : t ext > 
   </ xsl : i f > 
   <xs l : i f  t est =" sel f : : node( ) [ i nt er f ace] " > 
    <xsl : appl y- t empl at es sel ect =" i nt er f ace" / > 
    <xsl : t ext > </ xsl : t ext > 
   </ xsl : i f > 
   <xs l : i f  t est =" sel f : : node( ) [ opt i ons] " > 
    <xsl : appl y- t empl at es sel ect =" opt i ons" / > 
    <xsl : t ext > </ xsl : t ext > 
   </ xsl : i f > 
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   <xs l : t ext >&#xa; </ xs l : t ext > 
</ xs l : t empl at e> 
 
 
<xsl : t empl at e mat ch=" act i on" > 
<xsl : val ue- of  sel ect =" @per f or m" / > 
</ xs l : t empl at e> 
 
<xsl : t empl at e mat ch=" pr ot ocol " > 
 <xsl : choose> 
   <xsl : when t est =" @t ype=' ot her ' " > <xsl : val ue- of  sel ect =" @name" / >  

</ xs l : when> 
   <xsl : ot her wi se> <xsl : val ue- of  sel ect =" @t ype" / > </ xsl : ot her wi se>
    
 </ xs l : choose> 
</ xs l : t empl at e> 
 
 
<xsl : t empl at e mat ch=" sr c" > 
 <xsl : choose> 
   <xsl : when t est =" @t ype=' i p' " > <xs l : val ue- of   

sel ect =" @addr ess" / >/ <xsl : val ue- of  sel ect =" @mask" / > 
       <xs l : i f  t est =" sel f : : node( ) [ @por t s ] " ><xsl : t ext > 
</ xs l : t ext ><xsl : val ue- of  sel ect =" @por t s" / ></ xs l : i f > 
     </ xsl : when> 
   <xsl : ot her wi se> <xsl : val ue- of  sel ect =" @t ype" / > </ xsl : ot her wi se>
    
 </ xs l : choose> 
</ xs l : t empl at e> 
 
<xsl : t empl at e mat ch=" dst " > 
 <xsl : choose> 
   <xsl : when t est =" @t ype=' i p' " > <xs l : val ue- of   

sel ect =" @addr ess" / >/ <xsl : val ue- of  sel ect =" @mask" / > 
       <xs l : i f  t est =" sel f : : node( ) [ @por t s ] " ><xsl : t ext >  

</ xs l : t ext ><xsl : val ue- of  sel ect =" @por t s" / ></ xs l : i f > 
     </ xsl : when> 
   <xsl : ot her wi se> <xsl : val ue- of  sel ect =" @t ype" / > </ xsl : ot her wi se>
    
 </ xs l : choose> 
</ xs l : t empl at e> 
 
 
<xsl : t empl at e mat ch=" i nt er f ace" > 
   <xs l : i f  t est =" @di r ect i on = ' i n' " ><xsl : t ext >i n </ xsl : t ext ></ xs l : i f > 
   <xs l : i f  t est =" @di r ect i on = ' out ' " ><xsl : t ext >out  </ xsl : t ext ></ xs l : i f > 
   <xs l : i f  t est =" sel f : : node( ) [ @vi a] " ><xsl : t ext >v i a 
</ xs l : t ext ><xsl : val ue- of   

sel ect =" @vi a" / ></ xsl : i f > 
   <xs l : i f  t est =" sel f : : node( ) [ @xmi t ] " ><xsl : t ext >xmi t  
</ xs l : t ext ><xsl : val ue-  

of  sel ect =" @xmi t " / ></ xsl : i f > 
   <xs l : i f  t est =" sel f : : node( ) [ @r ecv] " ><xsl : t ext >r ecv 
</ xs l : t ext ><xsl : val ue-  

of  sel ect =" @r ecv" / ></ xsl : i f > 
</ xs l : t empl at e> 
 
 
<xsl : t empl at e mat ch=" opt i ons" > 
   <xs l : i f  t est =" sel f : : node( ) [ @keep- st at e] " ><xsl : t ext >keep- st at e 
</ xs l : t ext ><xsl : val ue- of  sel ect =" @keep- st at e" / ></ xsl : i f > 
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   <xs l : i f  t est =" @br i dged = ' yes ' " ><xsl : t ext >br i dged 
</ xs l : t ext ></ xsl : i f > 
   <xs l : i f  t est =" @f r ag = ' yes' " ><xsl : t ext >f r ag </ xsl : t ext ></ xs l : i f > 
   <xs l : i f  t est =" sel f : : node( ) [ @i popt i ons] " ><xsl : t ext >i popt i ons 
</ xs l : t ext ><xsl : val ue- of  sel ect =" @i popt i ons" / ></ xs l : i f > 
   <xs l : i f  t est =" sel f : : node( ) [ @t cpopt i ons] " ><xsl : t ext >t cpopt i ons 
</ xs l : t ext ><xsl : val ue- of  sel ect =" @t cpopt i ons" / ></ xsl : i f > 
   <xs l : i f  t est =" @est abl i shed = ' yes ' " ><xsl : t ext >est abl i shed 
</ xs l : t ext ></ xsl : i f > 
   <xs l : i f  t est =" @set up = ' yes ' " ><xsl : t ext >set up </ xsl : t ext ></ xs l : i f > 
   <xs l : i f  t est =" sel f : : node( ) [ @t cpf l ags] " ><xsl : t ext >t cpf l ags 
</ xs l : t ext ><xsl : val ue- of  sel ect =" @t cpf l ags" / ></ xsl : i f > 
   <xs l : i f  t est =" sel f : : node( ) [ @i cmpt ypes] " ><xsl : t ext >i cmpt ypes 
</ xs l : t ext ><xsl : val ue- of  sel ect =" @i cmpt ypes" / ></ xs l : i f > 
   <xs l : i f  t est =" sel f : : node( ) [ @ui d] " ><xsl : t ext >ui d 
</ xs l : t ext ><xsl : val ue- of   

sel ect =" @ui d" / ></ xsl : i f > 
   <xs l : i f  t est =" sel f : : node( ) [ @gi d] " ><xsl : t ext >gi d 
</ xs l : t ext ><xsl : val ue- of   

sel ect =" @gi d" / ></ xsl : i f > 
</ xs l : t empl at e> 
</ xs l : st yl esheet > 
 

7.4 Sample Node Configuration with a Firewall Service 
 
This file gives a sample description of a node. It has a firewall service definition using 
various internal and externally defined service constructs. 
 
<?xml  ver s i on=" 1. 0"  encodi ng=" UTF- 8" ?> 
 
<Node xml ns=" XMLNet Man"  xml ns: xs i =" ht t p: / / www. w3. or g/ 2000/ 10/ XMLSchema-
i nst ance"  xs i : schemaLocat i on=" XMLNet Man 
Node. xsd" > 
 
 <Mappi ngs> 
  <Var i abl e name=" t r ust ed_i f "  val ue=" r l 0" / > 
  <Var i abl e name=" t r ust ed_i p"  val ue=" 192. 168. 2. 100" / > 
  <Var i abl e name=" unt r ust ed_i f "  val ue=" t un0" / > 
 </ Mappi ngs> 
 
 <Fi r ewal l > 
 
  <Mappi ngs> 
   <Var i abl e name=" sl y"  val ue=" 192. 168. 2. 91" / > 
   <Var i abl e name=" sl y_open_por t s"  val ue=" 22" / > 
  </ Mappi ngs> 
 
  <! - -  Def i nes a l ocal  const r uct ,  body col l ect  of  r ul es - - > 
  <! - -  we don' t  expl i c i t l y  def i ne t he cl ass of  const r uct - - > 
  <Fi r ewal l Const r uct   

name=" Loopback Handel i ng"  descr i pt i on=" Does  
st uf f  wi t h t he l oopback devi ce" > 

   <Rul e Desc=" Al l ow l oopback"  Rul eI D=" 10" > 
    <act i on per f or m=" pass" / > 
    <pr ot ocol  t ype=" al l " / > 
    <sr c  t ype=" any" / > 
    <dst  t ype=" any" / > 
    <i nt er f ace v i a=" l o0" / > 
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   </ Rul e> 
   <Rul e Desc= 

" Pr event  spoof i ng of  l oopback"  Rul eI D=" 50" > 
    <act i on per f or m=" deny" / > 
    <l og l ogamount =" 0"  val ue=" t r ue" / > 
    <pr ot ocol  t ype=" al l " / > 
    <sr c  t ype=" any" / > 
    <dst  mask=" 255. 0. 0. 0"  addr ess=" 127. 0. 0. 1"   

t ype=" i p" / > 
    <i nt er f ace/ > 
   </ Rul e> 
   <Rul e Desc=" Pr event  spoof i ng of  i nt er nal  pr i vat e i p  

r ange"  Rul eI D=" 51" > 
    <act i on per f or m=" deny" / > 
    <pr ot ocol  t ype=" al l " / > 
    <sr c  t ype=" i p"  negat e=" t r ue"  addr ess=" $net _num"   

mask=" $net _mask" / > 
    <dst  t ype=" any" / > 
    <i nt er f ace di r ect i on=" i n"  r ecv=" $t r ust ed_i f " / > 
   </ Rul e> 
  </ Fi r ewal l Const r uct > 
 
  <! - -  We want  t o i ncl ude t he I PSec t unnel  bet ween - - > 
  <Fi r ewal l Const r uct  name=" Mi ke Tunnel "   

descr i pt i on=" Tunnel  t o Mi ke" > 
   <Mappi ngs> 

<Var i abl e name=" r emTunPubI P"   
val ue=" 217. 1. 2. 3" / > 

    <Var i abl e name=" r emSubnet "   
val ue=" 192. 168. 0. 0" / > 

    <Var i abl e name=" r emSubnet Mask"   
val ue=" 255. 255. 255. 255" / > 

   </ Mappi ngs> 
   <Ext er nal Const r uct   

name=" Fi r ewal l : : Ext er nal Const r uct : I PSec 
Tunnel " / > 

  </ Fi r ewal l Const r uct > 
 
  <! - -  Def i ne we want  t o i nc l ude t he spoof  pr ot ect i on - - > 
  <! - -  Sucks i n a const r uct  f r om t he Const r uct Manager  - - > 
  <Fi r ewal l Const r uct  name=" Do Spoof  Pr event i on"   

descr i pt i on=" " > 
   <Ext er nal Const r uct   

name=" Fi r ewal l : : Ext er nal Const r uct : Spoof  
Pr event i on" / > 

  </ Fi r ewal l Const r uct > 
 
  <! - -  Body col l ect  of  r ul es - - > 
  <Fi r ewal l Const r uct  name=" St andar d Tr af f i c"   

descr i pt i on=" St andar d communi cat i ons t o l et  t hr ough" > 
 
   <Mappi ngs> 
    <Var i abl e name=" psyco"  val ue=" 192. 168. 2. 93" / > 
   </ Mappi ngs> 
 
   <Rul e Desc=" Di ver t  al l  t r af f i c  t hr ough NAT" > 
    <act i on per f or m=" di ver t "  por t =" nat d" / > 
    <pr ot ocol  t ype=" al l " / > 
    <sr c  t ype=" any" / > 
    <dst  t ype=" any" / > 
    <i nt er f ace v i a=" $unt r ust ed_i f " / > 
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   </ Rul e> 
   <Rul e Desc= 

" Al l ow SSH connect i on i nt o i nt er nal  machi ne" > 
    <act i on per f or m=" pass" / > 
    <pr ot ocol  t ype=" ot her "  name=" t cp" / > 
    <sr c  t ype=" any" / > 
    <dst  t ype=" i p"  addr ess=" $sl y"  mask=" $net _mask"   

por t s=" $sl y_open_por t s" / > 
    <opt i ons set up=" yes" / > 
    <i nt er f ace r ecv=" $unt r ust ed_i f " / > 
   </ Rul e> 
   <Rul e Desc=" Al l ow subset  of  i cmp commi ng i n" > 
    <act i on per f or m=" pass" / > 
    <pr ot ocol  name=" i cmp"  t ype=" ot her " / > 
    <sr c  t ype=" any" / > 
    <dst  t ype=" any" / > 
    <opt i ons i cmpt ypes=" 3, 4, 11, 12" / > 
   </ Rul e> 
   <Rul e Desc= 

" Al l ow out goi ng i cmp i nf or mat i on r equest s" > 
    <act i on per f or m=" pass" / > 
    <pr ot ocol  name=" i cmp"  t ype=" ot her " / > 
    <sr c  t ype=" i p"  addr ess=" $net _num"   

mask=" $net _mask" / > 
    <dst  t ype=" any" / > 
    <opt i ons i cmpt ypes=" 8, 13, 15, 17" / > 
    <i nt er f ace r ecv=" $t r ust ed_i f " / > 
   </ Rul e> 
   <Rul e Desc= 

" Al l ow i ncommi ng i cmp i nf or mat i on r epl i es" > 
    <act i on per f or m=" pass" / > 
    <pr ot ocol  name=" i cmp"  t ype=" ot her " / > 
    <sr c  t ype=" any" / > 
    <dst  t ype=" i p"  addr ess=" $t r ust ed_i p"   

mask=" $net _mask" / > 
    <opt i ons i cmpt ypes=" 0, 14, 16, 18" / > 
   </ Rul e> 
   <Rul e Desc=" Check agai nst  dynami c r ul e set " > 
    <act i on per f or m=" check- st at e" / > 
   </ Rul e> 
   <Rul e Desc=" Al l ow any t r af f i c f r om f i r ewal l  i p t o any  

goi ng vi a unt r ust ed i nt er f ace" > 
    <act i on per f or m=" pass" / > 
    <pr ot ocol  t ype=" i p" / > 
    <sr c  t ype=" me" / > 
    <dst  t ype=" any" / > 
    <opt i ons keep- st at e=" " / > 
    <i nt er f ace di r ect i on=" out "   

vi a=" $unt r ust ed_i f " / > 
   </ Rul e> 
   <Rul e Desc= 

" Al l ow any t r af f i c  f r om l ocal  net wor k t o any  
passi ng vi a i nt er nal  i nt er f ace" > 

    <act i on per f or m=" pass" / > 
    <pr ot ocol  t ype=" i p" / > 
    <sr c  t ype=" i p"  addr ess=" $net _num"   

mask=" $net _mask" / > 
    <dst  t ype=" any" / > 
    <opt i ons keep- st at e=" " / > 
    <i nt er f ace v i a=" $unt r ust ed_i f " / > 
   </ Rul e> 
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   <Rul e Desc=" Deny al l  ot her  t r af f i c  and l og i t "   
Rul eI D=" 65435" > 

    <act i on per f or m=" deny" / > 
    <l og val ue=" t r ue"  l ogamount =" 0" / > 
    <pr ot ocol  t ype=" al l " / > 
    <sr c  t ype=" any" / > 
    <dst  t ype=" any" / > 
   </ Rul e> 
  </ Fi r ewal l Const r uct > 
 
 </ Fi r ewal l > 
</ Node> 


